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ABSTRACT

With the growth of microservices, IT industry isuing towards or rather already moved to API drivamchitecture. ‘API
First’ design approach is followed by all the ARthitects and developer, which ensures API congrace created before
creating actual front-end or back-end microservicésth enormous growth of APIs, need for centralizentrol gates
which manages these APIs are also growing. AP| @ays offers such a compelling functionality, whéetsures all the
APIs spread across multiple domains and geographiegions are all created, published, maintainedhnitored and

secured efficiently.

This white paper aims in detailing about the rolel yateway plays in order to efficiently manage @\&hd their

underneath services hence offering complete coatrdimanagement of the same.
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INTRODUCTION

Middleware today evolved from simple Applicationnoectivity via B2B, EAIl, ESB and to multi-connectagplication
and services on cloud platform over iPAAS. In theazof functionality and service offerings, middéee has grown from
simple file exchange messaging to SOA servicesrddirvices, Service endpoints and APls. All thesevth factors
emphasize one thing, how to simplify and accesséneice provided by providers on ‘On-Premise’ eero'Cloud’ across

multiple regions under one common umbrella.

Early 2000’s and up to 2010 one could think ab&®A’ which allows consumers to consume serviceruffes
via loosely coupled, vendor agnostic, self-contdiservices working on the principle of ‘set of deeg to provide
common functionalities’. Post 2010, ‘Microservicegme to light wherein services are simpler, lighityht, fine-grained,
elastic, self-contained, loosely coupled workingta principle of ‘independent service for specffiaction’. Be it SOA
or Microservice, IT world always think about acdagsthis service in more normalized and uniform mem APIs
emerged to address the very problem mentioned. AR¢s defined methods of communication, which deakend

consumer to interact with the services provideddryice provider in seamless manner.
EVOLUTION OF GATEWAYS

‘Service proxy’ is very popular in the world of ESEand SOA. Origin of gateway happened there. Eaplievider

services are abstracted with service proxies wieinbures changes to the actual service does nofcingoasumer
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interfacing service. It was later realised thatpanservice proxy is not enough. Other additiorstdires like access
control, load limiting, throttling, routing, registetc. are required. That is when ‘SOA Servicee@atys’ emerged. This
takes care of all the aspects of service managemegiht from basic service proxying to service itifgation, monitoring,

controlling, routing and management.

Once APIs emerge, we need the same controls &R which will eventually be provided by API Gatays.
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Figure 1: Evolution of API Gateway.

Both SOA Services and Microservices can be intedatrough SOAP and REST. Similarly, both SOA Smrvi
Gateway and API Gateway can host both SOAP and REe8iices endpoints.

Why API Gateway

Knowing the importance of APIs, every company ermbsaAPl way of communication in all their businessts to
simplify and standardize their service communicatimodel. A medium sized company delivering few bass
functionalities may generate more than 500+ APIsrpenth. APIs generated will grow in multitude o&gnmitude for a

bigger company.

Typical eCommerce systems have interactions betwmettiple capabilities like Product Listing, Order
Management, Supplier management, Pricing and Paymanagement etc. There may be multiple vendorshved in
providing these services over APIs to big eCommetadform. But how will all the actors involved comnicate each

other so that entire API life cycle (depicted bélasvmanaged.
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Figure 2: API Lifecycle.
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Role of API Gateway in API Driven Architecture 23
APIs are complex and this complexity is compoundié@n these APls are communicating with each othdr a
with external clients. ‘APl Gateway’ acts as a gatg between APIs and clients interested in thosks AP
Where does AP| Gateway Fit?

API Gateway serves as ‘Central’ interface for afleenal communications into an enterprise. API @Gateis
even more important in microservices world as what#work of offerings consists of ‘N’ number of moservices

offering different endpoints, operations and Httptihods.

Following diagram depicts how an API Gateway fibiwerall landscape of microservices:
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Figure 3: API Gateway in Microservice Landscape.

APIs exposed to internet community can be offereer external API gateways whereas ones consumed by
intranet applications can be offered oimernal API gateways An Organization can limit the APIs exposed t@inet
community over external gateway. OpenAPI develop@mmunity/internet applications can access onlyseh@dPls

exposed over external API gateway.

Typically, an enterprise will deploy cluster ofénbal APl Gateways ensuring high availability, wdtgr all the
API configurations are synchronized across thetetug\ny call from intranet application will be lddalanced via load

balancer and reaches API Gateway cluster. IntékRhlgateway ensures APIs are maintained privatéeéoorganization

www.iaset.us editor @ aset.us



24 Saveetha Rudramoorthy

and are not necessarily exposed to internet contgnudommunication over internal APl gateway is dicas internal
gateways are typically hosted closer to serviceigars. Also, security options and controls prodidy internal gateway

can be different from those offered on externatgaly.

APIs exposed to public will be accessible over ‘Bleper portal’ through which API developer commurgan

discover or register to an API leveraging AP| doeutation provided.
Role of API Gateway
Summary

Following is the summary of API Gateway featuretaided inbelowsections:
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Figure 4: Role of API Gateway.
Details
Following are detailed functional features expedetiof an API gateway
Centralized APl Management

API Gateway is heart of any enterprise which off&@mgle point of Entry’ to access APIs offered multiple
divisions and business units. Any private and mar&kPIs can be hosted on API gateway. API gatewajrigle source of

truth or registry of all APIs in an Organization.
Abstraction Layer

This is a typical requirement within any enterpris@ution wherein service contract shared by serpcovider is
abstracted to service consumer. APl Gateway behasesentral component providing service abstractmrservice
consumers so that backend applications providimgiceess (and APIs) are completely flexible to chartigeir technical
implementation provided API endpoint shared to comsrs remain same i.e. decoupling client interfisoen backend

implementation.
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Role of API Gateway in API Driven Architecture 25
This is especially important in scenarios where ¢hent applications are built by developers owsaf the
organization that cannot be forced to update tatkatest and latest APIs every time APls are @udat

API Gateway also abstracts one or more methodsltipas from clients. For example, in order to handl
‘FlightSchedule’ information, a microservice applion can provide various functionalities and capose following
REST APIs and Operations:

GET flight schedule of passenger flight: HTTP GEip&://<DNS Name>/flightschedules/passenger/flights

Create new flight schedule of passenger flights: TRT POST https://[<DNS

ame>/flightschedules/passenger/flights
GET flight schedule of cargo flight: HTTP GET htitssDNS Name>/flightschedules/cargo/flights
UPDATE flight schedule of cargo flight: HTTP PUTht//<DNS Name>/flightschedules/cargo/flights

Though the microservice exposes many endpointsatipas and HTTP methods, APl Gateway can expoke on
limited endpoints or operations or even HTTP methdhich means consumers see only Search on passiight

schedule.
Following configuration snippet shows how API gaggmimits number of HTTP methods exposed:

Supported Http Methods

[S13 | POST || PUT || DELETE || HEAD || OPTIONS || PATCH

Access Control

All the APIs hosted on gateway is not necessadlypé¢ shared with all types of end users. With wexiaccess control
options, an AP| gateway can decide to expose @idslsiet of APIs to various users like internal a&mgilons, partner
applications, internet applications etc. Each aapilbn within internal/partner applications/interrean as well have

different level access to APlIs.

Following screenshot shows how one could allowisaltbw access to specific endpoint or a methocomPI

API Definitions Endpoint Definitions Method Definitions
T PRODVer:vn.o s
£+
= > =
Turnaround Test Ver:v0.9 >
"~ 1 oautr 5 dep
= 2
Tumarotind UAT Vervo.s 5
- o M

User Management PRD Ver:1.0 >
User Management 1S1 Ver:1.0 >
v1 baggageAllowance Ver:1.0.0 >

V1 CargoCrewReporting >

Lol

£

Also, consumer application should have agreed ggcmechanisms with APl Gateway in order to accbss
APIs. Various authentication/authorization mechausi€ould be api_key, subscription key, combinakieys or Reference

tokens etc.
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Blacklisting and Whitelisting Requests

API Gateway can provide various set of policiesalhivill ensure only specific consumer can accests AFollowing

policies comes in handy here:
Restrict caller IPs - Filters (allows/denies) céitem specific IP addresses and/or address ranges.
Check HTTP Header — Allows calls into API only wihecific HTTP header or header value.

By blacklisting requests, backend resources camprb&ected from common attacks and abuse by users. F
example, if a malicious user misuses the systemreguests received from that user or specific iappbn can be
completely blocked. In contrary to Blacklisting,ist possible to whitelist set of ips/users/appiaad which can access
APls.

Load Limiting/Rate Limiting

API Gateway not only ensures only specific consucagr access APIs and but also at specific loaddirission critical
applications will have ‘High’ load limits on an ARlompare to public usage or to an ordinary appticatWhenever
consumer application makes more calls in comparis@ilotted number of calls, API gateway will mést making further

calls and will allow only when consumer applicatmonsiderably reduces the load until agreed load. i
Different APl Gateways have different mechanism poticies to handle. Following screenshot show hoad
level can be defined on API gateway so that cons@apglication can consume only within defined limit

Throttle

5

Allow package keys to override throttle settings

Quota

1000

Quota Period

Hour v

Allow package keys to override quota settings

Here ‘Throttle’ shows how many parallel calls sfiecapplication can make within a second. Quotanshapper

limit of calls specific application can make in agable Quota period.
Throttling calls to Backends

Implementations of backend service may have limoitest to handle parallel calls beyond certain liritsuch cases, API
gateway can throttle the calls hitting backend s&rall the consumers hence protecting backendcssriiom unwanted

surge of load.
Securing the Endpoints

APIs and Endpoints exposed on gateway can be nadssible only for reliable users. These usersestha acceptable
contract with API gateway so that APIs can be am@sAn APl Gateway can have one or more followimgans of

securing an endpoint:
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api_key

This is simplest form of authentication model onl Afhich authenticates any user, developer or @lprogram to an
API. This is one time key generated for a speaifier and usually never expires unless this keyeenlrevoked by
gateway itself. APl keys are passed while invokmgervice endpoint over transport header or as PRiameter.

Following URL shows api_key being part of URL pagder as query string:
HTTP GET https://<DNS Name>/flightschedules/passeffiiphts?api_key=xyz1234589

‘Api-key’ is typically used as authentication menksan for robotic users than human users. This isaonsidered

as most secure mechanism as there is possibilityari-in-middle’ attack and key can be stolen.
OAuth2.0

The API Gateway can use tlAuth 2.0 protocol for authentication and authorization. The API @&t can act as both
OAuth 2.0 Authorization Server and Resource Sefasrit is proxying the provider resources). Witle tsupport for
OAuth2.0 and several grant types, AP| gateway cainemticate and authorize various users like Brdvesied application,

native mobile application, user agents, web segt@rVarious grant types supported by APIgateway ar
*  Authorization Code
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+ Password

» Client Credentials

e JWT etc.
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Figure 5: Authorization using OAuth 2.0.

As depicted in the above picture, a resource owypcally an end user connects to any client apfitie for a

service. For example, above scenario can be exlain follows:
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 An end user connects to ‘chatbot’ for enquiringtti schedules. Chatbot application acts as clippti@ation
here.

» Client application sends request to authorizatienver (part of APl Gateway) that will in turn asket

user/Resource owner to identify and give consemliaothe client application can act on user’s Heha
* End user authenticates himself and grants authimiz#o client application.

» Upon receiving ‘Authorization Grant’ from user, et application requests an access token by aithéng

with the authorization server and presenting thbaization grant.

« The API Gateway (‘Authorization server’) authentesthe client and validates the authorization fgrand if

valid, issues an access token (OAuth2.0).

e Client application will then embed issued acceéenoin the request and makes API call to protectsdurce

hosted on Api gateway i.e. flight schedule serviese

» APlgateway (‘Resource Server’ here) validates to&ld in turn will communicate with actual backeravice

i.e. flight schedule service and re-directs th@oese to ‘chatbot’ client.
Key+Secret
Gateways also provide Hashed Secret Keys to alithémtAPI users
Subscription Key

API Gateways on cloud like Azure supports ‘Subs@ipKey’ based authentication and authorizatiolier@ applications
that need to consume the published APIs must iecludsalid subscription key in their HTTP reque&this model

mandates user to have cloud subscription with theiger.
Basic Authentication

Basic authentication is a simple HTTP authenticea8oheme in which the request will contain an atghtion header
with a valid base64 encoded username and passwdidGateway validates requests with base64 encoded details

which is sent over “Authorization” header and alogalls to hit backend services.
Custom

Any custom way to authenticate a client call befaceessing an API. This can be leveraged if orgdioiz has specific

legal restrictions and users to be authenticatachagcorporate AD/LDAP solutions or over specittificates.
Caching
In order to reduce the latency and strain on sermpiovider, an API gateway provides ‘Caching’ whochuld

» Cache Repliesgetting out of gateway ensuring that client wilt gesponse from gateway rather than hitting
backend every time. This feature is very usefulméiatic content or content which is rarely chaggaprovided

by backend. ‘TimeToLive’ (TTL) set on APlgatewaysenes how often cached contents should be refreshed
e Cache Headerswhich will ensure only specific headers are cached

* Custom Cachingenabling user to define their own caching elemantscontrols.
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Support for Multiple API Versions and Revisions

API Gateway should also seamlessly support hostinlgple versions of an APl and should control ascen API version
level as well. This enables few clients to stickotder version of APIs wherein clients will to magbkange and obtain

newer features can use new version of API.

Revisions are used when APIs are already in usstiiuprovider want to activate new revision ofrsa API. In

such cases, new revision will be made active ahdrstwill be made in-active.
Developer Portal
OpenAPI

As APls are becoming primary interface for serviées eminent that these APIs are opened foripuldage OpenAPIs
are publicly available APIs that provides devel@peith programmatic access to a proprietary softvegaplication or web
service. OpenAPIs are typically backed by open daich are openforprivate/public/partner usage. ABpenAPIs are

based on Open standard and specification.
Following are the benefits an organization can gam OpenAPI:
» Faster innovation as more people can contributedganization success
e Companies can create better products while starmibfrom the competition

e OpenAPIs are used and backed by many big compangsare their condensed knowledge of building thnds

of APIs over the years. This knowledge is a greaetfor anyone before starting to write theit fkBI

* As OpenAPIs are based on standards, it is easgnfgone to obtain any shared API and leverage them day
1.

Portal

Developer portal is the face of APIs provided by@rmanization which enables any internal, partned third-party
developers to access the APIs. Any application ld@es should connect to portal to learn about effeAPls. From

developer portal, one could
» Register their application.
e Create token required to access APIs.

* View all the exposed APIs and Documentation assediavith APIs, which is adhered to OpenAPI/Swagger

specifications.
» Can view their usage of APIs in terms of trafficldatency.
» Play with exposed APIs before using it in their laggtions.
e Obtain programmatic stubs to connect to API inaagiprogramming languages.
e Can connect to Blogs, Webinars, Forums around APIs.

e Can connect to communities exposed where they slag@estions or provide inputs.
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Monitoring and Reporting

As APIs are exposed to different types of userss itital to analyse all the traffic handled by thateway. Gateways

typically provide multiple views on report data:

* High Level Executive View Summary view of APIs with metrics and trends whican be shared with

stakeholder audiences.

1,202,538 API Callson
Total Number of API Calls v Thursday November 12,
2020

January February 2 August September October November December

Report View: These reports provide second level detailed vigswwinich summary of all Successful and
Unsuccessful API calls are shown. Apart from thaftfic distribution across all the APIs, Endpoiatsd Operations can be
explored. Also, it would be interesting to obtaigtalls up to user or application or api_key levidiese reports can be

exported into excel file or other apps through wkhather dimensions can be created.

e I:

* Low Level Call Details: Gateways also provides means to trace every AlPbetail entering into the system
through which issues can be quickly troubleshogives detailed information about how requests r@sponses
looked as they pass through different points. Igighis is recommended to be enabled only on NadBetion

environments and for shorter periods as this featult drastically impacts performance of APIgatgwa
Customizations

Other than passing through the calls from clieats, APlgateway can involve in ‘Mini-ESB’ activitidée validation,

transformation, caching, content-based routingy r@istomizations etc.

Validations: Validate header elements to enforce specific headealue of header. Also, validate authorization

token present in the request.
Transformations: Transform Request or Reply data before it hits badkor client. Transformations could be for
» Converting JSON to XML or vice-versa
+ Convert SOAP to REST or vice-versa
e Content replacement based on XSLTs

» Set additional HTTP header or query parameter treaextent of mocking entire message structure
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Content Based Routing:Route to specific backend URL based on HTTP headbody structur.
Monetize

As an API provider organization might want to maretheir APIs so that they can generrevenue for the use of their
APIls. With Gateways capabilities to control theemscof APIs, organization can share their entexphiBls only to the

users who are willing to pay.
Beyond API Gateway

AP| Gateways have evolved froni gieneration Service pxies through ?' generate API Gateways int® generation

‘Micro Gateways'.

Microgateway (also called as ‘Edge’ gatewis a lightweight, distributed API proxy that is dgsed to enforc
policies and business logic at or near the sere@points. Micogateways are specially designed for microsen
architecture, focusing on API gateway per microsenor set of microservices. Here team respondiedelivering
microservices will also manage their microservioesr microgateways. In contrary to | Gateways, micro gateways ¢

de-centralized, scalable and light wei

£ g

[

NS | JSON -

o

-“.:‘ ’ Micro Gateways
F

JSON ;

SOA SERVICES MICROSERVICES
Figure 6: Micro Gateway.

‘Service Mesh’ is another component very populaARl world. Service mesh is used primarily in see-to-
servicecommunications. Security, Observability, Error Hargl Load Balancing, Service discovery, Routing. edre

handled by service mesh as a stdeimplementation of actual servi
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Table 1
Service Mesh API Gateway Micro Gateway
Service Mesh is the layer of communication . .
; ; . .| Acts as a central gateway | APl microgateway is a proxy
between microservices. Service mesh famhtaueB ; . :
. . N “Detween APIs and clients which sits close to the
service to service network communication using, . . . .
; irectly requesting services | microservice.
standard methodologies.
. Light weight API proxies,
Decentralized sidecar deployment model that Heavy weight AP proxy typically distributed and
.| where all APIs are centrally .
can be adopted and enforced on every service deployed closer to service
managed :
endpoints
Focusing on brokering between internal Maps external traffic to Mapstraffic received to internal
resources internal resources resources
Sits between network and application. No real Exposes APIs to service Serve specific business function
business notion of the solution. specific business function like APl Gateway
Service connectivity over HTTP and other TCPSupports connectivity Supports connectivity primarily
traffic like MQ/JMS/Web socket etc. primarily over Http over Http
Supports both Layer4 and Layer 7 traffic Supports Layer 7 traffic Supports Layer 7 traffic policies
policies policies
Product is meant for
Does not meant to manage API Lifecycle complete API life cycle Supports API life cycle
management

CONCLUSIONS

Gateways are the best deployment option for labysinesses and teams that have more existing pesotw expose.
Rolling own management tool for every APl becomerewhelming for any Organization. Hence Organizatihould

leverage API Gateway which acts as ‘Single poirgrtfy’ for all consumer communications.

Based on detailed analysis, it is very evident &Rk Gateway acts as central entry point into amgeprise API
ecosystem. APIs are grown multi-fold and it is MUSF us to leverage APl Gateways and reap commetsefits

provided by API Gateways.
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